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Abstract

The rapid growth in DoS attack, spam and
mass-mail viruses has increased the need
to develop effective approaches for
detecting the significant flooding
anomaly. As all traffic between the public
Internet and the customer’ s desktop are
interconnected through ISP’ s access
router, it might be feasible and effective
for adding an extra level flooding
filtering over aggregate networks for
detecting the source hosts that launch
flooding based DoS attack and delivery
huge amount of spam.

This work makes use of the transportation
traffic log gathered from backbone router
to develop flooding detection system (FDS)
that measures and detects the extremely

anomalous traffic according to the bulk
distribution aspect of the obvious
anomalies, including: packet flooding
attack, portscan, spam distribution, and
packet flooding attack.

FDS system has been deployed in one
regional network center over a TANet
(Taiwan Academic Network) network center
for offering an extra level filtering and
assisting network users grasping the
significantly anomalous traffic.
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03-12 :: 00
SRC_IP»serv_port Flows pk_size(KE) Pkts Total(ME}
163.25.148 . 155=# .# .#.#. (20168} 109613 0.048 167730 8.051
140,115 .206 . 22># .#.#.#. (17300} 100082 0.048 161347 7.745
140,115 .81 .24=# . # . #.#. ({17300 24463 0.048 133474 6.407
140,115,135, 179=# . # . #.#. (4809} 81208 0.048 92166 4.424
140,115,227 .220=# . # . #.#. (17300 77745 0.048 123765 5.041
140,138 .145. 13=# . #.#.#. (1433 52503 0.04% 79547 3.818
165.25.131.240=# .# . #.#. (201683 47352 0.04% 94258 4.524
140.115.230 . 216=# . #.# .# . (56673 46153 0.048 95040 4.560
140.115.123.82=# .#.#.#. (17300 40152 0.048 65388 3.139
203 .68 .82.203=#.#.#.#. (6120} 28538 0.048 99155 4.750
203 .68 .82.203=#.#.#.#.(135) 28330 0.048 29738 1.427
163.25.196 . 1=#.# .#.#. (1353 24616 0.048 24616 1.182
203.68.82.203=#.#.#.#.(445) 23538 0.048 24349 1.169
203.68.41.7=#.#.#.#.(135) 22591 0.048 67458 3.238
140.115.81 . 13=#.#.#.#.(445) 22002 0.048 22287 1.070
140,138 . 168 . 16=# . #.#.#. (155> 21414 0.04% 24425 1.172
203.68.87 . 150=#.#.#.#.(135) 10273 0.04% 21572 1.035
203.68 .87 . 150=#.#.#.#.(445) 18683 0.048 20044 1

.005 ~ ﬁ

WEEE #wREE R BRiEEG THRO RWE
Ot+r-© HNEAG S fuwsx@rme a-LEJEFEY E
SRS T HERE D) [ htp/f163.25.255. 16/ ~yangMoefindex_abuse_port.php Y asE
Google~ | | ®oSearch Web - 2 | 5983 blocked 5] AutcFill | [l Options 4

IP Prefiz [~ GEEIZE 2 Scanning FE R fldfdran |

Summarizing SYN Floodinf /Port Scan over TaoYuan Network Center

o3 ) 17 | (SUBMIT )

HEg:0312
src_IP =#F . #. # # DST_P1/Flows DST_PZ/Flaws DST_P3/Flows DST_P4/Flows (FwRate *Hour)[Shonl]
140,115,135, 1794 . # .# # 4899 /2432201 1@ 101341 * 24[FHaFo8imas )
140115227 22054 . # .#.# 1730071794435 1@ 112152 * |6[ P o S8imailps (1]
203.68.82.203=F . F . F 6129 /227067 135/253755 4457220525 1@ 53445 * z[HEeiEinZhbt]
203.68 .00 1534 .4 .#.# 6120 /185040 135/182901 4457165136 139/160647 1@ 86715 * o[ EHEFEHiTEaRs]
203.68.54 .4=F . F F F 6129/151357 135/261833 4457172077 1@ 25446 * z3[HreiEinghbt]
140138 168 . 164 . #.# . # 135/574736 @ 23047 * 24[TOERACEL]
203.68.76 . 209=F . F . # F 6129/211998 135/170416 4457138586 1387484 1@ 57042 * o[ BEeiEilsgRhs)
203 .68 .87 207=# .4 .# .4 6120/170134 135/202293 4457134379 1@ 30341 * 17[ SHEFETERET]
140.115.98 . 250=# . . # .# 17300/446721 445 #5254 1@ 45197 * 10[ k7o @iy ]
140,115,130 724 . #.# . # 6120 /58208 135/51296 445 /52328 80/57822 1@ 319017 * 14[Hh SR EEE]
203.68.41.T=F . .#.# 135/259125 20400049 1@ 19398 * 18[REEHETEERT ] |
140.115.206 224 . # . # . # 173004325342 445/11079 @ 67284 * 5[cHsh A SRR (1)
140,138,246, 132=# .# .# .# 135/228051 445/90104 @ 13256 * Z4[TLE AL
203 .68 .82 83xF .4 . #.# 135/212375 445/51442 139/16666 @ 11686 * 24 [ SHEFETEREE]
210,240,213 .238=# .# . # .# 135/114080 445/141187 §0/10653 139/9496 @ 11475 * 24 [BEEEEE)
140138 .40 2084 . # . # . # 135/137269 445/124015 13973441 @ 11030 * 24 [JTLEAEE]
140.138.145 . 12=F . . # . # 1433/250853 1@ 50170 * S[ILEAEE]
140,138,248 824 # # & 135/155278 445/51077 @ 0885 * 24[ T AL |
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H HH:1202— Abnormal Mail Relay Hosts
{ 12-02)
sre_IP =# #.#.4.(25) Flow Packet MBytes Pkt _Sz(B/Pkt) Hr_Flws School_Name
163.25. 1542534 . 4. 4. %.(25) 12764 970353 1233.2  1270.9 73 HEERA BEEERPE
163.25.206. 1>4. 4. 4. %.(25) 5143 390439 321.5  1002.8 23 TaNct - BEERE S E & - N ER~
163.25.54 . 974 . 4. 4. %.(25) 4819 413314 382.0  941.2 56 Tabct - BEERE T & - A=E
140,138, 137 . 544 4. 4 . #.(25) 3551 64201 12.9  198.4 66 HEE AT AR
163.25.50. 1044 4.4 . #.(25) 3360 306326 114.6  374.0 13 Tabct - PEERE T & -FEFIE
163.25.187. 1294 4. 4 . #.(25) 3277 40552 13.1  324.1 54 Tanct - BEFE & F R -GfiEH
140,115,236 . 474 4. 4 . #.(25) 2222 220516 250.3  1135.2 20 ho iR e
203.71.101. 14 4.4 . 4.(25) 2173 183882 171.7  233.% 42 HEEEME  HTFERER
163.25.233.254. 4.4 . %.(25) 1521 25172 5.0 197.1 11 Tabct - BEERE T R - RUEE
src_IP =#.#.#.4.(25) Flow Packet Bytes{MB) Pkt_Sz(B/Pkt) Ab_Hr_Fls
163.25. 187. 12954 4. 4#.4.(25) 11708 45934 2.29 49,83 139(11705)
163.25.233. 254 & . #.4.(25) 8453 39552 2.13 53.80 125(8453)
140.11S. 112, 1474 . #.#.(25) 6211 29460 1.32 44,84 27(6%11) g
D18 180 70 1Al-d 8 o4 H# F28Y §1 30 14 Fl [aEm=In] A7 20 AAFS 1T ~,
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UDP Attack Traffic Statistic of Taovuan Network Center

HH:0209-- UDF Attack Logs=fFF

IF the Pair_Packet counter = 10,000, 000
OR the Pair_Total counter = 10,000 MB

N R Y R TR I N I V- et

We should investigate the Traffic Pairs and Association

SRC_IP = DST_IP Flows pk_size(KB) Pkts Total(MB)

UDP 02-09 [o10] 1l
140.115.155.8=62.219.113.127 1255006 0.046 62816002 2821 .693 A
140.115.160.47=217.132.237.9 1249653 0.046 30281724 1380, 232
140.117.205.162>203.72.244 .6 2 1.449 S00211 F07.821
140.113.138.4=102.102 42,104 3 0.072 162805 11.378
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